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Development of the Intramural Server for Distributing the Virus-definition-file.

Takashi YAMAMOTO
Computer and Information Network Center, National Institute for Fusion Science

Abstract

Computer and Information Network Center has the site license of the vaccine, Symantec AntiVirus
for Corporate Edition (SAV CE), and is distributing to our staff in “National Institute for Fusion Sci-
ence” for protecting the virus. It is important to use the latest virus definition file for protecting ones
PC from the current virus which is born day by day.

There are two methods to obtain the fresh virus definitions for SAV CE, LiveUpdate and Intelligent
Updater. LiveUpdate can minimize the traffic to send only the difference between server’s definition
and client’s one. Intelligent Updater is convenient for off-line update because it comes from a single
file. Although the clients can directory connect to the server of Symantec Corp. to update the virus
definitions, we prepare the in-house servers for LiveUpdate and Intelligent Updater to reduce the traffic
to the Internet and stable distribution for our staff.

In this report, we describe these update systems, especially how to keep automatically the newest
virus definitions on our server. This system is a part of automation of the system administration.
The technique using “Services for UNIX” written in this report would be useful for various tasks,

particularly the cooperation between UNIX system and Windows system.

keywords: PC security, automation, network administration, virus definition, Services for UNIX
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B.1 OO LiveUpdate 0000 O0O0O0O0O0O0OOOOOO

OO0 1.00 LiveUpdate 000000000000 OODODOOliveupdate.shd

#!/usr/local/bin/bash

#

# Automatic Update for Symantes Administrative LiveUpdate.
#

# 2004 Apr 20 Takashi YAMAMOTO <yama@nifs.ac.jp>

# 2006 Mar 06 Takashi YAMAMOTO, Add file number check

PATH=/usr/local/bin:$PATH
export PATH

© 00 ~NO O WN -

=
= O

LOG=/var/tmp/liveupdate.log
LLOG=$L0G.1v

TLOG=$LOG . tmp
LUD=/dev/fs/C/LiveUpdate
LU_OPTION=""

[ T S S Sy e
~N o o W N

MAX_NUMBER=2000
EXCEED_MAIL=/pbin/exceed.mail

N B
O O

DAILY=0; # if DAILY=1, force delete old files.
UPDATE=0

N NN
w N =

if [[ 10#‘date +JH‘ -eq 7 ]]; then DAILY=1; fi

N N
a R

touch /pbin/liveupdate.touch $LOG $LLOG $TLOG
cp /dev/null $LLOG
date >> $TLOG

NN NN
©O© 00 N O»

/dev/fs/C/Program\ Files/LiveUpdate\ Administration/SilntLuA.exe >> $LLOG

w W
= O

if [[ ‘cat $LLOG | wc -1° -ne 2 ]]; then UPDATE=1; fi
cat $LLOG >> $TLOG
echo >> $TLOG

W W w w
o W N

chmod at+r $LUD/* >> $TLOG
chmod o-w $LUD/* >> $TLOG
if [[ $DAILY -eq 1 1]; then
LU_OPTION="--delete"
fi
rsync -av $LU_OPTION $LUD/ ccweb.nifs.ac.jp:/data/ftp/pub/symantec >> $TLOG

SO WWwWww
N = O O 0 ~NO®

if [[ $UPDATE -eq 1 1]; then
SUBJECT="LiveUpdate, Update Notification"
mailx -s "$SUBJECT" yama@nifs.ac.jp < $TLOG
fi

NN
ST )
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47 echo "--———--———————————————- " >> $TLOG

48 cat $LOG >> $TLOG

49 mv -f $TLOG $LOG

50

51

52 if [[ $DAILY -eq 1 1]; then

53 SUBJECT="LiveUpdate, Daily Report"

54 mailx -s "$SUBJECT" yama@nifs.ac.jp < $LOG
55 rm $LOG

56

57 if [[ ‘1ls $LUD | wc -1¢ -gt $MAX_NUMBER ]]; then

58 SUBJECT="Exceed file number limit (> $MAX_NUMBER)"
59 mailx -s "$SUBJECT" yama@nifs.ac.jp < $EXCEED_MAIL
60 fi

61 fi

000 2.00 LiveUpdate 00 0000000000000 O0O0OODODOO Oexceed.maill

The number of files in LiveUpdate pattern directory is exceed.
The exceed would cause the disk full on ftp server.

To remove unused files, do the manual operation as follows;

1
2
3
4
5 LuAdmin.exe --> "tool" Tab --> "Clean up of Download file" Button -->
6 '"Delete the unused files" Button.

7

8

9

from LiveUpdate Script

B.2 IntelligentUpdater 00 OO0 OO0OO0O

00O 3. Intelligent Updater 0000000 OO O symantec-updatel

1 #!/usr/local/bin/perl

2 #

3 # 2004 Apr 27 <yama@nifs.ac.jp> initial. [ccpuck]-->[ccweb]
4 # 2006 Sep 14 <yama@nifs.ac.jp> script is moved to ccweb, itself.
5 #

6

7 $web_dir = "/web/htdocs/nifsnet/vaccine";

8 $pattern_dir = "$web_dir/data";

9 $link_file = "$web_dir/windows-1list.html";

10

11  $script_dir = "/home/yama/symantec";

12 $wget_log = "$script_dir/symantec-wget.log";

13  $wget = "/usr/sfw/bin/wget";

14



15 $pattern = ’200%-x86.exe’;

16 $symantec_ftp = "ftp://ftp.symantec.com/AVDEFS/norton_antivirus/$pattern";
17

18 chdir "$pattern_dir";

19

20 # Get virus pattern files from Symantec.

21 system "$wget -nv -N -a $wget_log $symantec_ftp";

22

23 # Keep 3 old files for backup

24 G@pattern_files = sort glob $pattern;

25

26 $new_file = pop @pattern_files;

27 for ($i = 0; $i < 3; $i++) {

28 pop @pattern_files;

29 %

30 wunlink @pattern_files;

31

32 # Make hyperlink file

33 ($day, $version) = split /-/, $new_file;

34 $y = substr($day, 0, 4);

35 $m = substr($day, 4, 2);

36 $d = substr($day, 6, 2);

37 open LIST, "> $link_file" or die "can’t open $link_list";

38 print LIST "<a href=\"data/$new_£file\">$yO0$mO$d 00 ($version)</a> \n";
39 close LIST;

40

41 exit 0O;

000 4. IntelligentUpdater 0 OO0 000000000000 HTMLO OO O OO windows-1ist.htmlO

<a

href="data/20070124-024-x86.exe">2007 0 01 0 2400 (024)</a>

g

OO0S5 000000000000 O0oDoDoOoooood

<T

ABLE BORDER=0 cellspacing=0 cellpadding=5>

<TR><TH COLSPAN=3 ALIGN=CENTER bgcolor="#ffdddd"><A NAME="news">O O O </A>
<A HREF="install.html#def-renewal">0 00000000 O</A>

<TR><TD>Windows O (5MB)</TD>

<TD><!--#include file="windows-list.html" --></TD></TR>




